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Hybrid threats from Baloch separatists and Islamist militants continue to persist in 2025. 
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While posted in Balochistan, our team once stopped a truck labelled ‘fresh fruit.’ Inside were crates of assault rifles. The driver was a thirteen-year-old boy, paid not in cash but in wheat. His village had no school, no electricity, and no state presence. He hadn’t chosen a cause; he had merely chosen to survive. That moment revealed a bitter truth: when the state shows up after violence has occurred, it is already too late. Counter-terrorism isn’t just about stopping attackers; it’s about preventing the conditions that create them.
Today, terrorism no longer moves through borders alone. It moves through cables, clouds, cash, and code. What we face is an ‘illegal spectrum’, a sophisticated web in which extremist ideology merges with organised crime, illicit finance, cyber warfare, and digital manipulation. The question is no longer simply who crosses our borders, but what, be it encrypted instructions, laundered crypto or hate propaganda.
Pakistan, though never a signatory to the 1951 Refugee Convention, became a frontline host to millions displaced by war after the Soviet invasion of Afghanistan and, later, after the US withdrawal. In the absence of a formal refugee policy, informal settlements, shadow economies, and legal grey zones emerged. Over time, our compassion became a vulnerability.
Pakistan, positioned at the crossroads of a volatile region, has suffered profoundly. It has already given more than 80,000 lives and lost $126 billion through economic disruption, and the losses continue to pile up as the illegal spectrum grows. It includes not just gun-running and drugs, but hawala transactions, fake IDs and coerced migration, all silently fueling insurgency. Hybrid threats from Baloch separatists and Islamist militants continue to persist in 2025. These groups are digitally savvy, regionally networked, and strategically fluid. So far, our response has been burdened by various myths, including that terrorism is only foreign, even though radicalization often festers at home; the myth that fences can secure borders, when terrain, tribal loyalties and corruption punch holes through every wall; the myth that smuggling is merely poverty-driven, when powerful cartels and enablers grease the machinery; the myth that the elimination of terrorists means victory, when ideology and financing are what fuel the problem. The most dangerous myth of all is that refugees are a threat, which alienates those most in need of integration.
Our national security response is full of contradictions. We denounce extremism, yet have flirted with proxies for strategic depth. We invest in security hardware, but neglect the social infrastructure that prevents extremism from taking root. We deploy security forces, yet leave police underfunded, undertrained, and politically manipulated. More than 7,800 police officers have died in this war on terror, yet their sacrifice often meets silence. The very institutions that should be empowered to detect and deter are too often sidelined or scapegoated.
Meanwhile, the threat continues to evolve. A 2023 study by the Digital Rights Foundation showed that militants now use cryptocurrency wallets, disguise logistics as aid convoys, launder money via the dark web, and recruit through gaming platforms and chatrooms. This is warfare without uniforms – psychological, digital, and invisible – whereas our tools are checkpoints, curfews, and border posts. These may be necessary, but they are no longer sufficient.
Where do we falter, and how do we fix it? First, intelligence must be shared, not hoarded. Too often, agencies guard turf rather than coordinate. Second, we must stop reacting and start anticipating. Many counter-terror laws are misused against dissent while actual threats slip through. And, most crucially, we need to rethink how we treat border communities. They are not buffers or suspects, but citizens who need opportunity. When we neglect the very people we must protect, we push them toward those who offer identity, income, or revenge.
Force alone won’t win this war; foresight will. We must build schools before we build walls. A hopeful citizen is far harder to radicalise than a hungry, ignored one. Border zones need roads, clinics, fibre-optic cables, and respect. We need fusion centres that connect civilian and military intelligence in real time. We must restructure policing on merit, equip it with cyber and forensic tools, and insulate it from political interference. Regulating donations, monitoring hawala, and tightening anti-money laundering laws must happen alongside community policing and civic engagement.
I recently shared these thoughts at the Islamabad Policy Research Institute (IPRI) during the seminar Pakistan: Fighting the War for the World, in my talk titled Cross-Border Terrorism: Countering the Illegal Spectrum from a Law Enforcement Perspective. It was a reminder that Pakistan is not just a victim, it’s been a firewall. Our calm restraint after Pahalgam was not weakness, but strategic maturity. That same balance, between strength and wisdom, must now define how we fight the illegal spectrum.
We should make no mistake: the real battle is not just across the border. It lies within our systems, our policies, and our neglect. Today’s greatest threat to peace is not tanks on a border, but terror in a SIM card; in a livestream; in a blind policy gap. It wears no uniform, holds no flag, and crosses every line.
PS: “If the military is forced to fight terrorism where the police should have, then we have already lost the war on terrorism.” (David Kilcullen)
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