Perils of phone tapping
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TELEPHONE tapping is a menace which is assuming new forms with the march of modern technology. On Jan 21 British Prime Minister David Cameron`s trusted head of communications Andy Coulson resigned following sustained criticism in the media. 
As former editor of the he was held responsible for the conduct of its former royal editor Clive Goodman and private investigator Glenn Mulcaire for hacking the phones of some MPs, though he had always denied any knowledge of phone hacking. Both Goodman and Mulcaire were jailed for the offence in 2007.

Two days later it was disclosed that former prime minister Gordon Brown had asked the police last year to investigate whether messages on his mobile phone had been illegally intercepted when he was chancellor of the exchequer.

India has been rocked by the scandal of corporate lobbyist Niira Radia. Transcripts of her phone calls were published in two weeklies. Her phone had been tapped on orders by a senior official. One such call concerned her client industrialist Ratan Tata, who rushed to the Supreme Court alleging breach of privacy.

He sought an investigation into the source of the leaks, retrieval of copies of the transcripts and orders against TV channels to prevent further publication of this material. The last relief he has since dropped. The case is yet to be decided.

The phones were tapped under a law enacted during the Raj (Section 5(2) of the Indian Telegraph Act, 1885), which gave the state unfettered powers of interception. The tax authorities installed equipment for interception of telephone lines, including cellphones or text messages, in seven offices of the DGs of income tax (investigation) all over the country.

In 2007 the finance minister received a complaint that Niira Radia had — within a short span of nine years — built up a business empire worth Rs300 crores, that she “was an agent of foreign intelligence agencies.” Consequently 14 lines of Radia and her associates were “put under surveillance” with the approval of the union home secretary.

There can be no question that the publication was in the public interest. It revealed the rot in the system. That should not deflect attention from the serious issues involved concerning the state, the media and the courts. It is the Supreme Court`s hurried judgment, delivered on Dec 18, 1996, which gave powers to the state.

Unfortunately counsel did not challenge section 5(2) of the act as violative of the right to privacy, which is an integral part of the fundamental right to `personal liberty` granted to all by Article 21 of the Indian constitution. It is doubtless that the power to tap phones is indispensable in crime detection, especially organised crime. But if the Criminal Procedure Code, also of the Raj era, prescribes a judicial order for a police search of premises, a judicial warrant alone can make the power conform to the citizen`s fundamental right.

Instead the power was restricted to the home secretary at the centre and in the states, subject to an oversight by a review committee comprising the cabinet secretary, the law secretary and the secretary telecommunications.

The European Court of Human Rights ruled on July 4, 1978 in the case of Klass and others, on Aug 2, 1984 in Malone`s case and on May 3, 1990 in Kuslin vs. France that “secret surveillance of communications” would be violative of Article 8 of the European Convention on Human Rights unless proper safeguards are devised. Article 8(1) says “everyone has the right to respect for his private and family life, his home and his correspondence”.

Following the verdict against it in the Malone case, Britain enacted the Interception of Communication Act, 1985. Unauthorised interception of communication is made an offence. The secretary of state alone is authorised as a rule to issue a warrant for interception if he considers it necessary to do so “in the interests of national security, for the purpose of preventing or detecting serious crime or for the purpose of safeguarding the economic well-being” of the country. This is subject to review by a five-member tribunal.

As far as the media is concerned, it can be held culpable only if it is privy to the tapping, not if it publishes a transcript given to it, no matter how it was obtained.

As for the courts, they must discard the old rulings which render all relevant evidence admissible, no matter how it was obtained. Law-enforcers cannot behave like law-breakers. Evidence obtained in breach of the law should be rejected as inadmissible.
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